
Mobile security at one time meant using a laptop lock and keeping tabs on your phone. However, the 
growing capabilities and use of mobile devices — coupled with the ubiquity of smart devices stitched 
into the very fabric of our daily lives (figuratively and literally) — now require a more sophisticated 
defense-in-depth approach to match the growing threat. Following are a few things you can do to 
protect your devices and personal information on campus, at home, or at work. 

  Secure your devices with a strong password,  
pattern or biometric authentication.

  Check the settings for each device to enable a screen-
lock option. For home routers, reset the default pass-
word with a strong one.

  Install anti-malware.

  Some software includes features that let you do auto-
matic backups and track your device.

  Check your Bluetooth and GPS access.

  Disable these settings on all devices when not needed 
and avoid using them in public areas.

  Update your devices often.

  Install operating system and application updates when 
they become available.

  Review phone apps regularly.

  Remove any apps you don’t use. Be selective when 
buying or installing new apps. Install only those from 
trusted sources and avoid any that ask for unnecessary 
access to your personal information.

  Treat devices like cash!

  Remove any apps you don’t use. Be selective when 
buying or installing new apps. Install only those from 
trusted sources and avoid any that ask for unnecessary 
access to your personal information.

  Keep it sunny in the cloud.

  Whether using Google Drive, Dropbox, OneDrive, 
iCloud, Amazon Drive, or any of the many cloud op-
tions, set privacy restrictions on your files to share them 
only with those you intend. Protect access to your cloud 
drive with two-factor authentication.

  Create a secure wireless network.

  Configure your wireless router to protect your band-
width, identifiable information, and personal computer. 
Secure it with proper set up and placement, router con-
figuration, and a unique password, using the strongest 
encryption option. See http://www.wi-fi.org/ for more tips.

  Protect your Internet of Things (IoT) devices.

  Are you sharing your livestreaming nanny cam with the 
world? Review privacy settings for all Internet-ready 
devices before connecting them to the web.


